CLAIMS 



What is claimed is: 



i / 1. A method comprising: / 
/ providing an initial digital good to at least one computer; and 

converting the initial digital good into a modified digital good using unique 
key data to selectively individualize the initial digital good, such that the modified 
digital good is operatively different in configurationyout substantially functionally 
equivalent to the initial digital good. / 

2. A method as recited in claiin 1, wherein converting the initial digital 
good into the modified digital good using unique key data to selectively 
individualize the initial digital g£K)d further includes manipulating at least one 
flow control operation within initial digital good. 

3. A method /s recited in claim 1, further comprising: 

generating the/unique key data based on at least one unique identifier data 
associated with a destination computer. 

4. /a method as recited in claim 3, further comprising: 

sekJctively limiting operation of the modified digital good to computers that 
"^re^u^ ^crlv Qfl fl OGiat c d wit h ^t least the uniq ue id ft nti fi e r Hnt^ i ^ 
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5. A method as recited in claim 3, wherein generating the unique 
data further includes: X 

causing the destination computer to provide the unique identifier data 
associated with the destination computer to a source computer; arm 

causing the source computer to cryptographically gmerate the unique key 
data based on the unique identifier data provided by the destination computer and 
at least one secret key. / 

6. A method as recited in claim 5, wherein the unique key data includes 
at least a first key and a second/key, and the first key and the second key are 
different, but cryptographicallyrela^ to the secret key. 

7. A methoa as recited in claim 1, wherein providing an initial digital 
good to the computer further includes: 

dividing/the initial digital good into at least a first portion and a second 
portion usiijg a source computer; 

providing the first portion to a destination computer via a first computer 
readable medium; and 
/ subsequently providing the second portion to the destination computer via a 
secondxonipTitpr. readable medium i 
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8. A method as recited in claim 7, wherein the first computer ridable 
medium includes a different type of computer readable medium th^the second 
computer readable medium. 

9. A method as recited in claim 8, whereki the first computer readable 
medium includes a fixed computer readable medium and the second computer 
readable medium includes a network communication. 

10. A method as recited/ in claim 7, wherein providing the second 
portion to the destination computer further includes: 

converting the secoim portion into a modified second portion using the 
unique key data to sekfctively manipulate at least one flow control operation 
within the second ndrtion, such that the modified second portion is operatively 
different in confi^ration, but substantially functionally equivalent to the second 
portion; and / 

providing the modified second portion to the destination computer via the 
second computer readable medium, in place of the second portion. 

/ 11. A method as recited in claim 10, wherein the source computer is 
Tts^d-to-eottvert the second ponion inio a modified second^ertioiL____^ 



Uc (6 Hayes. PU.C 



22 



031400IJ33 MS/-394US.PA T.APPJX)C 



I 

2 
3 
4 
5 
6 
7 
8 
9 
10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 



12. A method as recited in claim 10, wherein the unique key 
includes at least a first key and a second key, and converting the second/^rtion 
into a modified second portion further includes using the second key^o selectively 
manipulate at least one flow control operation within the secon(Lportion. 

13. A method as recited in claim 10, wherein the unique key data 
includes at least a first key and a second key, and^i'Oviding the second portion to 
the destination computer further includes providing the first key to the destination 
computer. 

14. A method as recited in claim 13, wherein converting the initial 
digital good into a modified digital good further includes 

converting the fii^portion into a modified first portion using the first key 
to selectively manipulate at least one flow control operation within the first 
portion, such th^t'^he modified firsts portion is operatively different in 
configuration,^ut substantially functionally equivalent to the first portion; and 

causing the destination computer to operatively combine the modified first 
portion and the modified second portion to produce the modified digital good. 

15. A method as recited in claim 13, further comprising: 
selectively limiting operation of the modified digital good to computers that 

la ^ i opcAy associated wi t h at least the flfS tfefey. 
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16. A method as recited in claim 3, wherein causing the destination > 
computer to provide the unique identifier data associated with the destination 
computer to the source computer further includes: 

accessing computer identification data within the destination c<imputer and 
including the computer identification data within the uniqup^ identifier data 
associated with the destination computer. 

17. A method as recited in claim 3, wherein causing the destination 
computer to provide the unique identifier data/associated with the destination 
computer to the source computer further includes: 

receiving user identification data a/tfie destination computer and including 
the user identification data within the unique identifier data associated with the 
destination computer. 

18. A computer-readable medium comprising computer-executable 
instructions for: 

receiving an initial digital good; 
receivingunique key data; and 

converting the initial digital good into a modified digital good using the 
unique key/clata to selectively individualize the initial digital good, such that the 
modified^digital good is operatively different in configuration, but substantially 
functi^c^ally equivalent to the initial digital good. 

19. A computer-readable medium as recited in claim 18, wherein 
-eon v e rt i ng t h e initi al d igital good into the modified digital good m ing thn imigit f^ ' 



Lcc A Hayes. PUC 



24 



03/4001 133 MS 1-394 US.PA T.APP.DOC 



1 

2 
3 
4 
5 
6 
7 
8 
9 
10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 



key data to selectively individualize the initial digital good further includess 
manipulating at least one flow control operation within the initial digital good. 



20. A computer-readable medium as recited in clainv 18, comprising 



further computer-executable instructions for: / 

determining if a host computer is properly associated with at least the 

unique identifier data ; and / 

disabling operation of the modified digital good if the host computer that is 

not properly associated with the unique identifier data. 

21. A computer-readaMe medium as recited in claim 18, comprising 
further computer-executablc/instructions for: 

causing the host ^mputer to provide unique identifier data associated with 
the host computer/to at least one source computer that is configurable to 
cryptographicaUy generate the unique key data based on the unique identifier data 
and^aLleasLdn^ — 
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22. A computer-readable medium as recited in claim 18, whereir/ 
receiving an initial digital good further includes receiving a firgt portion of 

the digital good via a first type of computer readable medium/^nd a modified 
second portion of the digital good via a second computer read^le medium; and 

converting the initial digital good into a modified digital good further 
includes converting the first portion using the udique key data to selectively 
manipulate at least one flow control operation Within the first portion, to produce a 
modified first portion that is operatiVely different in configuration, but 
substantially functionally equivalent yto the first portion, and then operatively 
combining the modified first portion and the modified second portion to produce 
the modified digital good. 

23. A computer-readable medium as recited in claim 22, wherein the 
first computer readable medium includes a different type of computer readable 
medium than tJie second computer readable medium. 



A computer-readable medium as recited in claim 23, wherein the 
first^ computer readable medium includes a fixed computer readable medium and 
Hi ^j c c u iid tui npuier readable medium includes a network commuftication. 



Uc & Hayes, PI±C 



26 



OS 1 4001 133 MSI-39-fUS.PA T.APP.DOC 



1 

2 
3 
4 
5 
6 
7 
8 
9 
10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 



25. A computer-readable medium as recited in claim 20, wherein 
causing the host computer to provide unique identifier data further includes: / 

accessing computer identification data within the host computer and 
including the computer identification data within the unique uicntifier data 
associated with the host computer. / 

26. A computer-readable medium as recited^ in claim 20, wherein 
causing the host computer to provide unique identifier^ata further includes: 

receiving user identification data and inchming the user identification data 
within the unique identifier data associated wim the host computer. 

27. A computer-readable rnedium comprising computer-executable 
instructions for: / 

receiving unique identifier data associated with a host computer; 

generating unique key liata based on at least the unique identifier data; 

converting at least ^ portion of an initial digital good using the unique key 
data to selectively indiwlualize the portion of the initial digital good, such that a 
modified portion of m& digital good is produced that is operatively different in 
configuration, but Substantially functionally equivalent to the initial portion of the 
digital good; and^ 

providirig at least the modified portion of the digital good and at least a 
portion of the unique key data to the host computer. 

/28. A computer-readable medium as recited in claim 27, wherein 
c^ ^verting at least the portion of the initial ttigllal good using the unique "keydata^ 
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to selectively individualize the portion of the initial digital good furtheriricludes 
manipulating at least one flow control operation within the porti^fiof the initial 
digital good. ^ 

29 A computer-readable medium a^-fecited in claim 27, wherein generating 
the unique key data further inclucksr 

cryptographically gprierating the unique key data based on the unique 
identifier data providedby the host computer and at least one secret key. 

A computer-readable medium as recited in claim 29, \yherein the 
imique key data includes at least a first key and a second key, and the first key and 
the second kev are different, hu t rn^ptngr ^p h i r yi H y rolntod to thn .^oornt koy 
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31. A computer-readable medium as recited in claim 29, wjr^rein 
converting at least portion of the initial digital good using the uniqjie key data 
further includes: 

dividing the initial digital good into at least a first j^brtion and a second 
portion; 

providing the first portion to the host cc^puter via a first computer 
readable medium; 

converting the second portion usixfg the second key to selectively 
manipulate at least one flow control operation within the second portion, such that 
a modified second portion is nroduced that is operatively different in 
configuration, but substantially fuiictionally equivalent to the second portion ; and 

* providing the modifieci second portion and the first key to the host 
computer via a second computer readable medium. 

32. A computer-readable medium as recited in claim 31, wherein the 
first computer readable medium includes a different type of computer readable 
medium than the^econd computer readable medium. 



33. y A computer-readable medium as recited in claim 32, wherein the 
first computer readable medium includes a fixed computer readable medium and 
fe e s econd computer readable m ed ium inrhid es a network communication. 
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34. An arrangement for use in a host computer, the arrangem^t 
comprising: X 

an individualizer configured to receive unique key data amJ^t least a 
portion of an initial digital good from at least one source ComputerLand produce at 
least a portion of a modified digital good using the unique data to selectively 
individualize the initial digital good, such that the ^modified digital good is 
operatively different in configuration, but substanjially functionally equivalent to 
the initial digital good. / 

35. An arrangement as recited in claim 34, wherein the individualizer is 
further configured to selectively^dividualize the initial digital good by selectively 
manipulating at least one pnafgram flow control operation within the initial digital 
good. / 

36. An arrm^ement as recited in claim 34, wherein the unique key data 
is cryptographicaUy related to unique identifier data associated with the host 
computer. / 

37/ An arrangement as recited in claim 34, further comprising: 
/n identifier configured to output the unique identifier data associated with 
computcf4€rrtTe;50Urce computer. 
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38. An arrangement as recited in claim 34, further comprising: A 

a program combiner configured to receive a modified first pinion of the 
digital good from the individualizer and a modified second porticnf from the source 
computer, and output the modified digital good by combining the modified first 
portion with the modified second portion. / 

39. An arrangement as recited in clahn 34, wherein the modified digital 
good is operatively configured to selectiyely verify that the host computer is 
properly associated with the unique identifier data output by the identifier. 

40. An arrangement as recited in claim 34, wherein the modified digital 
good is operatively configured to selectively verify that the host computer is 
properly associated with tfte unique key data. 

41. An an-angement as recited in claim 37, wherein the identifier is 
further configured to access computer identification data within the host computer 
and include /the computer identification data within the unique identifier data 
associatedAvith the host computer. 

/ 42. An arrangement as recited in claim 37, wherein the identifier is 
further configured to receive user identification data at the host computer and 
anclude the user identification data within the unique identifier data associated 
with th f* ho s t rnmpiit r r . 
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43. An arrangement for use in a source computer, the arrangement 
comprising: X 

a key generator configured to receive a unique identifiei^ata from a 
destination computer and generate unique key data based on jMreceived unique 
identifier data associated with the destination computer; and 

an individualizer configured to receive the upique key data and at least a 
portion of an initial digital good and output at le^fst a portion of a modified digital 
good using the unique key data to selectively individualize the initial digital good, 
such that the modified digital good is/iperatively different in configuration, but 
substantially functionally equivalenjt^o the initial digital good. 

44. An arrangem^t as recited in claim 43, wherein the individualizer is 
further configured to/ selectively individualize the initial digital good by 
manipulating at lea?t one program flow control operation within the initial digital 
good. / 

45/ An arrangement as recited in claim 43, further comprising: 
A splitter configured to divide the initial digital good into at least a first 

portion and a second portion, provide the first portion to the individualizer, and 

pixi^4de-tlTe"5gcon3^rtion to the destination computer 
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46. An arrangement as recited in claim 45, wherein the key genjefator is 
further configured to cryptographically generate the unique key data^sed on the 
unique identifier data and at least one secret key, the unique kdy data includes at 
least a first key and a second key which are unique, but £^yptographically related 
to the secret key, and wherein the key generator is c0nfigured to provide the first 
key is to the individualizer, and the second key to^e destination computer. 

47. An arrangement as recited/fn claim 46, wherein the individualizer is 
further configured to use the second key to selectively individualize the second 
portion, such that a resulting modified second portion is operatively different in 
configuration from the seconu portion, but substantially functionally equivalent to 
the second portion. 

48. An arrangement as recited in claim 45, wherein the splitter is further 
configured to allow the first portion to be provided to the destination computer via 
a first compiiter readable medium, and to provide the modified second portion to 
the destination computer via a second computer readable medium that is a 



medium. 




different type of computer readable medium than the first computer readable 




49. An arrangement as recited in claim 48, wherein the first computer 
readable medium includes a fixed computer readable medium and the second 
puter readable medium includes a nelwoik cuimuuiircation. 
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50. A system comprising: 

an identifier configured to output unique identifier data^aisociated with a 
computer; 

a key generator coupled to receive the unique idpiitifier data and generate at 
least one unique key data based on the received uniaCie identifier data; and 

at least one individualizer configured to/receive the unique key data and at 
least a portion of an initial digital good anji output at least a portion of a modified 
digital good using the unique key data io selectively individualize the initial digital 
good, such that the modified digitaT good is operatively different in configuration, 
but substantially functionally equivalent to the initial digital good. 

51. A system as recited in claim 50, wherein the individualizer is further 
configured to selectively individualize the initial digital good by manipulating at 
least one program ilow control operation within the initial digital good. 

52. / A system as recited in claim 50, further comprising: 
at least one source computer; and 

it least one destination computer coupled to the source computer. 



53. A system as recited in claim 52, wherein the identifier is provided 
/ithin the destination computer and is configured to output unique identifier data 
associated with the destination computer to the source computer, and the key 

gpnpratnr qnH inHunriiiciHypr qrp pgrh prm/iHprj w ithtp the source compntpn 
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54. A system as recited in claim 52, wherein the identifier is^fJrovided 
within the destination computer and is configured to output uniqu^^entifier data 
associated with the destination computer to the source compi^t^ the key generator 
is provided within the source computer, and the indiv^alizer is provided within 
the destination computer. / 

55. A system as recited in claim 52, wherein the identifier is provided 
within the destination computer amfis configured to output unique identifier data 
associated with the destination/<x)mputer to the source computer, the key generator 
is provided within the sojiirce computer, a first individualizer is provided within 
the destination computer, and a second individualizer is provided within the source 
computer. / 

56/ A system as recited in claim 55, further comprising: 
A splitter provided within the source computer and configured to divide the 
initial digital good into at least a first portion and a second portion, provide the 
^irst portion to the first individualizer, and provide the second portion to the 
secondindividualizer, 



Ue <6 Hayes, PllC 



35 



031400! 133 MS I •394US.PAT.APP.DOC 



1 

2 
3 
4 
5 
6 
7 
8 
9 
10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 




lb m 

57. A system as recited in claim 56, wherein the key generator is 
configured to cryptographically generate the unique key data based on the 
identifier data and at least one secret key, the unique key data includes at least a 
first key and a second key which are unique, but cryptographicall/ related to the 
secret key, the first key is provided to the first individualizer,y^d the second key 
is provided to the second individualizer. 



58. A system as recited in claim 57, wnerein the first individualizer is 
fiirther configured to use the first key to seleefiively individualize the first portion, 
such that the resulting modified firsr portion is operatively different in 
configuration from the first portion, j?ut substantially fiinctionally equivalent to the 
first portion. 

59. A system as/recited in claim 58, wherein the second individualizer is 
fiirther configured to Ast the second key to selectively individualize the second 
portion, such that the resulting modified second portion is operatively different in 
configuration from the second portion, but substantially functionally equivalent to 
the second portion. 




60. A system as recited in claim 59, further comprising: 
/ a combiner provided within the destination computer and configured to 
receive the modified first portion from the first individualizer and the modified 
/econd portion from the second individualizer, and output the modified digital 
t g o o d by rombi ni n g th e^^iodlTied firsfpgrtknr with the modified s e c ond portio n. 
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61 . A system as recited in claim 50, wherein the modified distal good is 
operatively configured to selectively verify that the destination computer is 
properly associated with the unique identifier data output b/the identifier. 



62. A system as recited in claim 50ywhe^in the modified digital good 
is operatively configured to selectively Wify that the destination computer is 
properly associated with the first key as^rovided by the key generator. 

63. A system as recited in claim 56, wherein the first portion is provided 
to the destination compute^ via a first computer readable medium, the modified 
second portion is provided to the destination computer via a second computer 
readable medium thm is a different type of computer readable medium than the 
first computer readable medium. 

64. / A system as recited in claim 63, wherein the first computer readable 
mediurr/ includes a fixed computer readable medium and the second computer 
readable medium includes a network communication. 

/ 65. A system as recited in claim 50, wherein the identifier is further 
configured to access computer identification data within a destination computer 
and include the computer identification data within the unique identifier data 
QGGOoiatcd w it h the dcs l ii i dLiuu com puter. 
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66. A system as recited in cMny45, wherein the identifier is further 
configured to receive user identificatiorj^ata at a destination computer and include 
the user identification data within ^4 unique identifier data associated with the 
destination comgiiter. 



Ue A Hayes. PLLC 



38 



0314001133 MSJ-39-tUS.PAT.APP.DOC 



